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Abstract: The existing RFID authentication protocols were short of scalability. Taking advantage of combined public

key(CPK), a CPK-ECC based authentication protocol was proposed considering the design demand of authentication

protocols for large-scale RFID system. The protocol implements mutual and serverless authentication by adoption of the

elliptic curve encryption scheme and the improved digital signature algorithm. Based on the security analysis, the proto-

col can resist the existing security and privacy attacks effectively. Compared with other ECC-based protocols, the server-

less protocol has better scalability and performance, suitable for large-scale RFID systems.
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